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QUESTIONS?

Note: The next 6 slides are “talking points” which are
referenced as hyperlinks on slides 16 and 17.




1 — Business Criticality

* Critical Business Requirements

— Critical business processes are the life blood of the organization.

— IT Continuity Management always works best when it is
business-driven.

— Recovery times and recovery points are driven by the business
recovery requirements not the IT capabilities.

— |T capabilities evolve to achieve the business recovery goals.

 Worst Case Assumption

— Be an optimistic pessimist - plan for and be prepared for the
worst but hope it never comes.




2 — Planning and Execution Tools

 Improve the efficiencies and effectiveness of IT
continuity by using tools for:

— Business Process Analysis
— Business Impact Analysis

— Modeling and Simulation (improving exercises and
tests)

— Workflow (automating plan execution)
— Plan development and documentation tools




3 — Mitigation Strategies

Data center and server consolidation create
enterprise recovery solutions.

Technology strategies create enterprise recovery
capabilities:

— Virtualization (hardware, software, application)

— Mobility

— High Availability

— Replication, mirroring, snapshots

Business requirements drive mitigation strategies:

— Risk acceptance

— Data backup

— Dispersion

— Active-Passive sites (e.g. hot, cold, warm)
— Active-Active sites (e.g. load balancing)




4 — Investment Model

Tactical planning (short-term) is integrated with
Strategic planning (long-term).

— Supports the strategic goals.
— Can be leveraged to provide enterprise solutions.
Investment vs. spending

— Investment brings more over time to the organization at less
cost.

— Spending solves a problem only once and costs more over time.

Enterprise recovery solutions vs. “stove-pipe”
solutions

— Enterprise recovery solutions provide services to the
organization.

— Stove-pipe solutions focus only on a particular niche.




5 — Certification

It’s not about compliance.

It’s about demonstration and accountability.
Certification of recovery capability
Continuous monitoring and reporting

Based on internal standards, legal requirements and
industry best practices




6 — Service-Oriented IT Recovery

* It’s not just protecting the data

— How will you read it?

— How will you access it?

— It's not operational unless its usable
« Encompasses all aspects of recovery

— Data, systems/applications, networks, facilities,
personnel, processes

— Enforced through service level agreements
 Business Process Reengineering opportunities

— Save money

— Improve performance




